Ha ocHoBy 4naHa 8. 3akoHa 0 nHdopmaumoHoj 6esbegHocTu (,Cryxbenn rmacHuk PC”, 6poj 6/16,
94/17 wn T719), unaHa 2. Ypenbe o Onmkem cagpxajy akta o 6e36eaHOCTM MH(OpPMaLMOHO-
KOMYHMKaLMOHMX cucTeMa of nocebHor 3Hayaja, HauMHy NpoBepe W Caapkajy M3BeLlTaja O npoBepu
6e3beaHOCTM MHDOPMALMOHO-KOMYHUKALMOHUX cucTemMa of nocebHor 3Havaja (,Cn. rmacHuk PC, 6p.
94/16) (y harbem TekcTy: Ypenba) , unaHa 119. ctas 1. Tauka 1. 3akoHa 0 ocHoBaMa cucTema obpasoBara
n Bacnutamwa ("Cnyx6enn rnacHuk PC" 6p. 88/17, 27/18, 10/19, 6/20 n 129/21), Llkoncku opbop
EkoHomcko TproBuHcke wkose w3 Kyne, Ha cegHuum ogpxaHoj gaHa 01.02.2022. roguHe, foHeO je

NMPABUNTHUK
O BE3BEIHOCTH
WH®OPMALIMOHO-KOMYHUKALIMOHOIr CUCTEMA

YBoaHe oapenbe

UnaH 1.

MpaBunHukoM o 6e3begHOCTM MHGOPMALMOHO-KOMYHUKALIMOHOT CUCTEMA (Y Aarbem TeKCTy:
[MpaBunHKK), y cknagy ca 3akoHOM 0 MHopMaLmoHoj besbeaHocT (y Aarbem TekcTy: 3akoH) ' Ypeabom,
yTBPRYjy Ce Mepe 3alTuTe, MPUHLMMW, HAYMH WU NpoLeaype NOCTU3aka 1 OfpxaBara afeKBaTHOT H1BOA
BesbegHocT cuctema, kao 4 oBnawhera U OAroBOPHOCTW Yy Be3n ca 6esbegHowhy u pecypcuma
WHOPMALMOHO-KOMYHMKaLMoOHor cuctema (y garbem TtekcTy: MKT cuctem)y EKOHOMCKO TProBMHCKO)
wkonm y Kynu (y narem Tekcty: Lkona).

UnaH 2.

Mepe nponucaHe 0BMM npaBuiHUKOM ce ofgHoce Ha MKT cuctem Lkone, Ha cBe 3anocneHe-
KOPMCHMKE MHPOPMATUYKIX pecypca, kao 1 Ha Tpeha nuua Koja kopucTe uHopmaTtiyke pecypce Lkone.

HenowToBare oapeabu OBOr MpaBUIHUKA MOBMAYM AWUCLMMSIMHCKY OArOBOPHOCT — 3amOCHEHOr-
KOpPUCHMKa MHEPOPMATUYKIX pecypca.

3a npahewe npumeHe osor [paBunHuka obaBesyje ce 3anoCneHn Koju je WUMEHOBaH OAnyKoM
pmpekTopa LLkone (y parbem Tekcty: onepatop UKT cuctema).

UnaH 3.

lNojeanHn TepmuHK y cmucny MpaBunHuka Majy cnegehe sHaveke:

1) uHdopmaumoHo-komyHukaumonn cuctem (UKT cuctem) je TexHOMOLIKO-OpraHu3aLmoHa
LenuHa koja obyxsata:

- €MeKTPOHCKe KOMYHUKALIMOHe MpeXe y CMIUCIY 3aKoHa Koju ypehyje enekTpoHCcKe KOMyHUMKaLuje,

- ypehaje nnu rpyne mefycobHo nosesaHux ypehaja, TakBux Aa ce y okBupy ypehaja, OgHOCHO Y
okBupy Bapem jegHor u3 rpyne ypehaja, BpLum aytomatcka obpaja nogataka kopuwherem pavyHapckor
nporpama,

- mofaTke Koju ce noxparyjy, 06pafyjy, npetpaxyjy unm npeHoce nomohy cpeacrasa U3 anuHeje
1.1 2. 0Be Tauke, @ y CBPXY HUXOBOr paga, ynotpebe, 3aliTute nu ogpxasata,

- OpraHu3aLnoHy CTpYKTypy nyTeMm Koje ce ynpasrba KT cuctemom,

2) nndopmaumoHa 6e3degHoOCTNPEACTaBbA CKyn Mepa Koje omoryhasajy Aa nogaum kojuma ce
pykyje nytem WKT cuctema Oygy 3awTtuheHu of HeoBnawheHor npucTyna, Kao M da ce 3allTUTK
WHTErpUTET, PaCMofIOXMBOCT, aAyTEHTWYHOCT W HEMOPEeLMBOCT TWUX nofataka, Aa bu Taj cuctem
(DYHKLMOHNCAO KaKo je npeasuheHo, kaga je npeasuieHo 1 Nof KOHTPOSIOM oBnaLheHux nuua,

3) TajHoCTje CBOJCTBO Koje 3HauW Aa nojarak Huje JocTynaH HeoBnalwheHuM nuumuma,



4) UHTEerpuTeT3HauM 04yBaHOCT M3BOPHOT Caapkaja U KOMNNEeTHOCTM Noaatka,

5) pacnonoxuBocCTje CBOJCTBO KOje 3Hauu Aa je nogatak JocTynaH U ynotpebrbuB Ha 3axTeB
oBfawheHnx nuya oHaa kaga UM je notpebad,

6) ayTeHTMYHOCTje CBOJCTBO KOje 3Ha4u Aa je moryhe NpoBepwUTM M NOTBPAMTM Aa je nogaTak
CTBOPMO WM NOCNA0 OHaj 3a Kora je AeKnapucaHo Aa je Ty paaky M3BpLUKO,

7) HenopeuMBOCTNPeaCTaBba CNOCOBHOCT JokasnBaka Aa ce goroguna ogpeheHa pagwa unm
[Aa je HacTynuo oapefeHu gorahaj, Tako Aa ra HakHagHo Huje Moryhe nopehum,

8) pm3nk3Haun MoryhHOCT HapywaBawa MHopmaunoHe 6Ge3begHoOCTH, OAHOCHO MoryhHOCT
HapyllaBata TajHOCTU, UHTErpuTeTa, pPacronoX1BOCTW, ayTEHTUYHOCTM MMM HEMopeuyBOCTW nogaTtaka
WK HapyLUaBatba UCpaBHOr (hyHKUMoHKcaka WKT cuctema,

9) ynpaBrbatbe pu3MKoMje cUcTeMaTyaH CKyn Mepa Koju YKibydyje nnaHuparse, OpraHn3oBate
W ycMepaBare aKTUBHOCTM kako Ou ce 06e36eaunno aa pusnum octaHy y NponucaHUM 1 NpuxBaTibMBUM
OKBUPUMa,

10) MHUMAEHT je YHyTpalHa WNKM CMOSbHA OKOMHOCT wunu Aorafaj Kojum ce yrpoxasa Mnu
HapyLuaBa uHopmaumoHa 6e3beaHocr,

11) mepe 3awtute WUKT cucrtemacy TexHuuke M OpraHu3auuMoHe Mepe 3a ynpaBrbatbe
6esbeaHocHum pusnumuma UKT cuctema,

12) TajHM noparakje noaartak Koju je, y cknagy ca nponucuMa O TajHOCTU noaataka, oapefeH u
03HayeH ofpeneHnM CTENEHOM TajHOCTMH,

13) UKT cuctem 3a pap ca Tajuum nogaummaje VKT cuctem koju je y cknagy ca 3akoHOM
oapeheH 3a pag ca TajH1m nogaumma,

14) komnpomutyjyhe enektpomarHeTHo 3pavewe (KEM3)npeactaBba  HeHamepHe
eriekKTpoMarHeTHe emucuje NpUnuMKOM npeHoca, obpage wnu YyBaka nogataka, YMjuM MpujieMoMm K
aHanu3oM ce MOXe OTKPUTW Caapkaj TUX noaaTaka,

15) 6e36egHOCHA 30Haje NPOCTOP UMK NPOCTOpPUja Yy KOjoj Ce, Y CKnaay ca NponucumMa o TajHOCTM
nogataka, obpafyjy n 4yBajy TajHu nogauu,

16) uHdopmaumoHa pobpaobyxsatajy nogatke y gatotrekama 1 6asama nogartaka, nporpamckm
kG4, KOHUrypaumjy XapOBepCKUX KOMMOHEHaTa, TEXHUYKY WM KOPUCHWYKY OOKyMEHTauujy, YHyTpallkba
OonwiTa npaswna, npoueaype u CAnYHo,

17) Backup je pe3epBHa konuja nogataka,

18) Download je TpaHctep nopataka ca LEHTpanHor padyHapa wmv web npeseHTauuje Ha
NOKanHM pavyHap,

19) USB unu chnew memopwja je cnorballikbi MeAMjyM 3a CKNaguLLTere nogataka,

20) CD-ROM (Compact disk - read only memory) ce kopucT# ka0 Meaujym 3a CHUMaHE
nogataka,

21) DVD je onTuyku OMCK BMCOKOr KanauuTeTa KOju Ce KOPUCTW Kao Meaujym 3a CKNnaauLiTere
nogaraka.

Mepe 3awTtute

UnaH 4.

Mepama 3awTtute VKT cuctema ce o6e3befyje npeBeHUnja 04 HaCTaHKa MHUMAEHATa, OAHOCHO
NpeBeHLUMja 1 MUHUMM3aLW]a LWTETe Of UHUMAEHATa KOjW YrpoXaBajy BpLUEHe HaanexHoCT N 0baBrbare
[enaTHoCTK, a NoceBHO Y OKBUPY Mpyxaka ycnyra Apyrum nuymuma.



1. OpraHu3auuoHa CTpyKkTypa ca yTBpfjeHMM NocnoBUMa M OAroBOPHOCTUMA 3aNOCNEeHMX,
KOjoM ce ocTBapyje ynpaBibake UHopmaLumoHom 6e3beaHowhy y okeupy Lkone

UnaH 5.

Csaku 3anocneHu-kopucHuk pecypca WKT cuctema je ogrosopaH 3a 6e3begHoct pecypca VKT
cucTeMa Koje KopucTu pagm obasrbarba NocnoBsa U3 CBOje HaAIEXHOCTU.

3a KOHTpony 1 Haa3op Hap obasrbatbeM NOCMOBa 3arnOCNEHNX-KOPUCHUKA, Y UMby 3aluTuTe W
BesbenHoctn UKT cuctema, kao v 3a obaBrbate nocnoea m3 obnactn 6esbegHoctn uyenokynHor UKT
cuctema Lkone,3agyxeH je onepatop UKT cuctema.

UnaH 6.
Mop nocnoBuma n3 obnactu 6e3beaHocTn yTBphYjy ce:

o MOCIOBM 3aLLTUTE MH(hOPMaLMOHKX Jobapa, OAHOCHO CpeacTaBa MMOBMHE 3a HaA30p Had
MOCMOBHMM NpoLiecma of 3Havaja 3a MHgopMaLMoHy 6e3beaHOCT,

o MOCOBM ynpaBrbatba pusnLmma y obnacti nHdopmaumoHe 6e36e4HOCTH, Ko W NMOCIOBM
npeasuhermn npoleaypama y obnacti nHdopmaumoHe 6e3beaHocTy,

o nocnoeu oHemoryhaeara, OAHOCHO CrpeyaBata HeoBnawheHe nnu HeHaMepHe N3MeHe,
owTehewa unu 3noynotpebe cpercrasa, 04HOCHO MHopMaumoHux gobapa UKT cuctema LLkone, kao u
npucTyn, 3MeHe unu kopuwhere cpeactaBa 6e3 osnalwhera 1 6€3 eBuaeHLME O TOMe,

° npaherwe aKTUBHOCTW, PeBM3Mje M Hads3opa Yy OKBMPY YnpaBrbawa MHGOPMALMOHOM
6esbegHowwny,

o obaBellTaBarke HapnexHux opraHa o wHumpeHtuma y WKT cuctemy, y cknagy ca
nponucuma.

Y cnyyajy uHumaeHta onepatop MKT cuctema, obaselutaBa avpektopa LUkone, koju y cknagy ca
nponucuma 06aBeLLTaBa HafeXHE OpraHe y Lrby peluaBatba Hactanor 6e30e[0HOCHOT MHLMAEHTA.

2.be3benHocT paga Ha farbMHy U ynotpeba moounHux ypehaja
UnaH 7.

HepernctposaHu KopucHULM, nyTeM MOBUNHWX ypeRaja Mory Aa npucTyne camo OHUM LenoBuma
MpEXe KOju Cy KOHAMrypucaHm Tako ga omoryhaeajy npuctyn VIHTEpHeTY anu He 1 [enoBuMa Mpexe Kpo3
kojy ce obaBrba cryxbeHa KoMyHuKaLmja.

3anocnexn-kopucHuun pecypca MKT cuctema, mory nytem MobunHux ypehaja, Koju cy y
BnacHuwwTBY LUKkone, u Koju cy nogelwenu og ctpaHeonepatopa VKT cuctema, ga npuctynajy camo OHUM
penosuma WKT cuctema koju um omoryhaBajy obaBrbare pagHuX 3agaTaka Yy OKBUPY HUXOBE
HaNeXHOCTH.

3anocneHoOM-KOpPUCHUKY, 3abparkeHa je camocTanHa WHCTanauuja codprBepa M nofellaBare
mobunHor ypehaja, kao v fasawe ypehaja ApyruM HeoenawheHum nuumUmMa (Ha ycrnyry, cepBucHparse 1
cn.)

Onepatop MKT cuctema, cBakogHEBHO KOHTponuwe npuctyn pecypcuma WKT cuctema w
npoBepaBa Aa i1 uMa npuctyna ca HenosHatux ypehaja (ca HenosHatux MAC agpeca).

Mpuctyn pecypcuma UKT cuctema, ca npusaTHor ypehaja, Huje JO3BOSbEH, OCUM ako je ypehaj y
BnacHuwTBy Lkone, owreheH n Huje obesbehieHa 3ameHa, Kaga ce MPUCTYN BPLUM NMOL KOHTPOIIOM
onepatopa KT cuctema.



3. OGeabefuBatbe fa nuua koja kopucte KT cuctem oaHocHo ynpaemajy UKT cuctemom
Byay ocnocobrbena 3a nocao Koju paje M PasyMejy CBOjy OArOBOPHOCT

UnaH 8.

WKT cuctemom ynpaBrbajy ¥ CUCTEM KOPWUCTE 3anocfieHM Yy cknagy ca  Baxehom
cMCTeMaTM3aLmjoM pagHnX MecTa.

Onepatop UKT cuctema je oyxaH ga ceakor HoBosarnocneHor-kopucHuka VKT pecypca ynosHa ca
ogroBopHocTuma W npasunuma kopuwhewa WKT pecypca Lkone, ga ra ynosHa ca npasuniuMa
kopuwwhera pecypca WUKT cuctema, kao 1 Aa BOAM €BUAEHUM])Y O U3jaBaMa HOBO3AMNOCNEHNX- KOPUCHMKA
pa cy ynosHatu ca npasunuma kopuwwhewa WKT pecypca. O6pasay Msjase je cactaBHu geo oBor
lMpaBunHuKa.

3anocneHu -KOpUCHUK je AyxaH da cBaku nyT kaga kopuctn UKT cuctem ybenexu ucnpaBHOCT
WHOPMaLIMOHe TEXHONOTUje Y CBECKY eBUAEHLMe, KOja Ce Hanasm y CBakoj YHMOHULM.

Ceako kopuwherwe WKT pecypca Lkone on CTpaHe 3anocneHor-kOpucHUKa, BaH AOAETbEHMX
oBnawwhera, nognexe AUCLUMNNMHCKO] OLTOBOPHOCTH 3anoCeHor KojoM ce AeuHULLIE OAroBOPHOCT 3a
HeoBnawheHo kopuwhere UMOBUHE

4. 3awTuTa OA PUIMKA KO HACTaly MPU NpoMeHama MOCNIOBa UMW NPECTaHKa PajHor
aHraxoBarba NMLa 3anocnenwx kop onepatopa UKT cuctema

Unan 9.

Y cny4ajy npecTaHka pagHOr aHraxoBakba KOPUCHWKa-3anoCNeHOr, KOPUCHUYKIA Hanor ce ykuaa.
Kopuchuk WKT pecypca, HakoH mpecTaHka pagHOr aHraxoBara Yy LUkomu, He cme ga oTkpuea
noaartke Koju Cy 0 3Havaja 3a uHopmaLoHy besbegHoct UKT cuctema.

5. UnenTudukoatse uHopMaumonux ao6apa n oapefiuBatbe OArOBOPHOCTH 3a HHXOBY
sawruy

Unan 10.

WHdopmaumoHa pobpa LLkone cy cBu pecypcu koju cagpxe nocnoBHe wHgopmauuje Lkone,
OLHOCHO MyTeM Kojux Ce BpLUM u3paga, obpaga, YyBare, NPeHoc, bpucare W yHULWTaBakbe nojataka y
WKT cuctemy, ykrbydyjyhn CBe €enekTpOHCKe 3anuce, padyHapcky onpemy, MobunHe ypehaje, 6ase
nogaraka, NOCMOBHe annvkaumje, KOHUrypaLujy XapABEPCKUX KOMMOHEHaTa, TEXHWYKY U KOPUCHWYKY
LOKYMeHTaLujy, YHyTpaLLHe NpaBuriHuke Koju ce ogHoce Ha VKT cuctem u cn.

EBugeHunjy o uHbopmaumoHum gobpuma Bogn onepatop WKT cuctema, 'y nanupHoj unu
€N1EKTPOHCKOj (hopmu.

Mpegmer 3awTuTe cy:

*  xapasepcke u codpreepcke komnoHeHTe UKT cuctema,
*  nogauw koju ce obpafyjy nnm yyBajy Ha komnoHeHTama VKT cuctema,
*  KOPMCHWYKW Hanosw 1 Jpyri nogauu o KopucHuumMma uHdpopmatuukux pecypca UKT cuctema.

IS



6.KnacudmkoBarbe noaataka Tako fa HUBO HUXOBE 3alITMTe OATOBapa 3HaYajy noaataka y
CKnagy ca Hayemnom ynpaBrbatba PU3MKOM U3 3aKoHa

Unax 11.

Mopaum koju ce Hanase y VKT cuctemy npeacrasrbajy TajHy, ako Cy Tako AedmHMcaHu NocebHUM
nponucuma.

Mopaum Koju ce 03Ha4e kao TajHu, Mopajy 6utn 3awTuhenun y cknagy ca ogpenbama Ypenbe o
nocebHNM Mepama 3aluTuTe TajHUX nogataka y WHGOPMaLMOHO-TENEKOMYHUKALMOHUM cuctemmuma (,Cn.
MacHuk PC, 6p. 53/2011).

7. 3awTHUTa HOCaya nojaTaka
UnaH 12.

Onepatop UKT cuctemahe ycnoctasuti opraHusaumjy npuctyna v paga ca nogauuma, nocebHo
OHWMa Koju Bydy O3HayeHu CTeneHoM CryXOeHOCTU Mnu TajHOCTW y ckragy ca 3akOHOM O TajHOCTM
nogataka.

EBuoeHunjy Hocava Ha Kojuma cy CHUMIbeHu nogauu, Bogu onepatop VKT cucteman T meamjun
Mopajy buTi NponncHO obenexeHn N OAMOXEHN Ha MECTO Ha kome he GuTK 3alwTheHn of HeosnawheHor
npuctyna.

Y cnyyajy TpaHcnopta Meguja ca nogauuma, avpektop Lkone ogpeRyje oarosopHy ocoby u
Ha4WH TpaHcnopTa.

Y cnyyajy ucTeka poKOBa YyBawa nojaTtaka Koju ce Hanase Ha meaujuma, nogauu mopajy eutu
HenoBpaTHO obpucaHu, a ako To Huje moryhe, TakBu Meauju Mopajy 6uTh usnyku owTeheHn, OAHOCHO
YHULLTEHU.

8. OrpaHuyerbe NpucTyna noaauuma u cpeacTBUMa 3a o6pagy nogataka
UnaH 13.

Mpuctyn pecypcuma WKT cuctema ogpeheH je BPCTOM Hanora, 04HOCHO AO4EIHEHOM YIIOroM KOjy
3an0CNeHN-KOPUCHUK 1Ma.

3anocneHn Koju MMa agMUHUCTPATOPCKW Hanor, UMa npaea npuctyna ceum pecypcuma WKT
cucteMa (COTBEPCKUM M XapABEPCKMM, MPEXU U MPEXHUM pecypcuma) Yy Uuiby WHCTanauuje,
ofpxaBatba, NoAeLlaBatba 1 ynpasrbatba pecypeuma UKT cuctema.

3anocneHn-KOpUCHK MOXEe [a KOpPUCTM CaMO CBOj KOPUCHMYKW Haror koju je pobuo of
afMUHUCTpaTopa U He cMe Ja omoryhu Apyrom nuuy Kopuwhere HeroBOr KOPUCHUYKOT Hanora, Cem
afMUHUCTPATOPY 3a nofeluaBatbe KOPUCHUYKOr Npoduna v pagHe CTaHuLe.

3anocneHn-KOpUCHUK Koju Ha 6uno Koju HaumH 3noynoTpebu npaBa, ogHocHo pecypce VKT
cucTeMa, NoAnexe KPUBUYHO) W AUCLMMIIMHCKO] OAFOBOPHOCTM.

3anocneHn-KOPUCHUK dyxaH je aa nowTtyje u cneaeha npasuna onepatopa VKT cuctema, 1 1o ga:

1) KOPUCTU MHEPOPMATUYKE PECYPCE UCKIBYYMBO Y MOCIIOBHE CBPXE,

2) npuxeaTu fa Cy CBM Mojauu Koju Ce CKnaguwwTe, NpeHoce Mnu npouecvpajy y OKBUpY
WHOpMaTUYKMX pecypca BnacHuLTBOLLIkone 1 ga mory 6uTH NpeaMeT Haarneaara v nperneaarsa,

3) nocTyna ca noeepsbBUM nodauuma y ckragy ca nponucuMa, a nocebHo NpUMKoM Konupara 1
npeHoca nogaraka,

4) 6e36eHO YyBa CBOje NO3NHKe, OAHOCHO Aa WX HEe OAaje ApYrM Nuumuma,



5) Metba I031HKe carnacHo yTBpheHnM npasunmnva,

6) npe cBakor yaarbaBarba Of pagHe CTaHule, 0fjaBu Ce ca CUCTEMA, OOHOCHO 3akibyya pagHy
CTaHuLy,

7) 3axTeB 3a WMHCTanauujy codTBepa WNM xapasepa MOAHOCK Y nucaHoj dopmu, ofobpeH of
CTpaHe HenocpeaHor pykoBoamoLa,

8) 0be3beay curypHOCT nofataka y cknagy ca Baxehum nponmcuma,

9) npuctyna MHGOPMaTUYKUM PecypcMa camo Ha OCHOBY eKCTIIUUUTHO JOAESbEHNX KOPUCHUYKMX
npaga,

10) He cme ga 3ayctaBrba pag unu Opuile aHTUBMPYCHU MporpaM, Mewa HEroBe MoAeLLeHe
onuuje, HATV Aa HeoBnalWheHO WHCTanMpa ApYrv aHTUBMPYCHU Nporpam,

11) Ha pafHOj CTaHWLM HE CME Aa CKMaAWLITV CafpXaj KOju He CRyXW Y NOCMOBHE CBPXE,

12) napahyje sawTtutHe konuje (backup) nogataka y cknagy ca nponucaHuM npoleaypama,

13) KOPUCTM MHTEPHET U eNeKTPOHCKY nowTy y LLkonu y cknagy ca nponucaHnmM npoueaypama;

14) npuxsaTu ga CBM MPUCTYNK WHPOPMATUYKUM pecypcuma U MHdopmauujama Tpeba ga byay
3aCHOBaHW Ha MPUHLMMY MUHUMAITHE HEOMXOAHOCTH,

15) npuxeaT Aa TEXHUKe CUrypHOCTW (aHTU Bupyc nporpamu, firewall, cuctemmn 3a petekuujy
ynaga, CpeAcTea 3a Wwudpuparbe, CpeacTBa 3a NPoOBepy MHTErpuTeTa 1 Ap.) crpeyasajy noTeHuujanHe
npeTse VKT cuctemy,

16) He cMe Aa MHCTanupa, MoauduKyje, UCKIbyYyje 13 paga unn BpuLLe 3alTUTHW, CUCTEMCKI 1N
annukaTUBHU coTBEP.

9. OgobpaBawe oBnawheHor npuctyna u cnpevyaBawe HeoBnawheHor npuctyna UKT
cuctemy u ycnyrama koje UKT cuctem npyxa

UnaH 14.

MpaBo npucTyna wWMajy CaMo 3anoCreHU-KOPUCHULM KOju UMajy aaMUHUCTpaToOpCKe MMu
KOPUCHUYKe Hanore.

ALMUHUCTPATOPCKW Harnor je je4UHCTBEHU Hanor KojuM je omoryheH nmpucTyn v agMUHUCTpauuMja
caux pecypca MKT cuctema, Kao 1 oTBapare HOBMX W M3MeHa nocTojehux Harora.

AOMUHUCTPATOPCKN HaMor MOXe [da KOpWUCTWM CaMO 3anocfieHn Ha nocrnosBuma onepatopa VKT
cuctema.

AZMUHACTPATOPCKW HAMOr 3a ynpaBrbate JOMEHOM W 3a ynpaBrbawe 6a3oM nogaraka Moxe fa
KOPUCTW Camo 3anocrneHn Ha nocnoeuma onepatopa VKT cuctema.

KopuCHUYKM Hanor ce cacToju O KOPUCHWUYKOT MMEHa W NIO3MHKE Ha OCHOBY Kora/jux ce BpLUM
ayTeHTU(MKaLmja — npoBepa MAEHTUTETa W ayTopu3auuja — NpoBepa npaea NpUCTyna, OLHOCHO Npasa
kopuwwhera pecypca VKT cuctema o CTpaHe 3anocneHor-kopucHuKa.

KopucHWukn Hanmor poperbyje agMWHMCTPATop, Ha OCHOBY 3axTeBa 3aroCneHOr-KopuCHWKau
opobperwa aupektopa LLkone, a y cknagy ca notpebama obaBrbawa MOCMOBHWX 3adaTtaka of CTpaHe
3an0CneHor-KopuCHuKa.

AOMUHUCTPATOP BOAM €BWAEHLM)Y O KOPUCHUYKUM Harosuma, NpoBepaBa HUX0BO Kopuwherbe,
Metba NpaBa NpUCTyna 1 ykuaa KOpUCHWYKE Hanore Ha OCHOBY 3axTeBa aupekTopa LLkone.



10. YTBphuBatbe OAFOBOPHOCTM KOPUCHMKA 3a 3alTUTY CONCTBEHMX CPeAcTaBa 3a
ayTeHTUKaLM]y

YnaH 15.

KopucHW4Kku Hamor ce cacToju 04 KOPUCHUYKOT MMEHa U NO3MHKE.

Ako 3anocneHu-KOPUCHUK MOCYMHba Aa je ApYro N1LEe OTKPUMO HeroBy NO3UHKY AyXaH je aa ucty
0aMax U3MEHM.

HeoBnawheHo ycTynawe KOPUCHWYKOr Hamora [pyrom nuuy, NOANEXe AWCLMMNIMHCKO]
0ArOBOPHOCTM.

11. Mpepeuhame oprosapajyhe ynoTpeGe KpuNTO3AWTATE Papu 3alWTHTe TajHoCTH,
AYTEHTUYHOCTH OJHOCHO WHTErpUTeTa noaTaka

YUnaH 16.

Mpuctyn pecypcuma UKT cuctema LLkone He 3axteBa nocebHy KpunTo3awTuTy.

3anocneHn-KopuCHULM KOpUCTE KBanM(UKOBAHE EMEKTPOHCKe CepTUdMKaTe 3a €neKTPOHCKO
noTnMCKBare AOKYMeHaTa Kao 1 ayTeHTUdMKaLmjy v aytopusauujy npuctyna nojeamHuM annukagujama.

3anocneHn-kKopuCHULM Cy AYXHW [a 4yBajy CBOje KBanu(UKOBAHE ENEKTPOHCKE cepTudmkaTte
kaKko He 61 gownu y noceg Apyrvx nuua.

12. CeeobyxBaTHa 3aWTHTa O6jekata, NPOCTOpa, NPOCTOPHja OAHOCHO 30Ha Y Kojuma ce
Hanase cpepcTBa u AokymenTy KT cuctema u o6palyjy nonauu y UKT cuctemy

UnaH 17.

lMpocTop y KOMe Ce Hanase CepBepu, MpexHa WM KoMyHukauuoHa onpema WKT cuctema,
OpraHu3yje ca ka0 aAMWUHUCTPATMBHA 30Ha.

Ocum agmuHuUCTpaTopa cuctema, NpucTyn agMUHUCTPATUBHO] 30HU MOy UMaT U Tpeha nuua y
Unrby MHCTanaumje u cepsucupara oapefennx pecypca VKT cuctema, a no npetxogHoMm opobpety
pvpekTopa LLkone 1 y3 npucycTBO agMUHUCTpaTOpa cucTema.

MpnCTYN aAMUHUCTPATUBHO] 30HM MOXE MMAaTK W 3anOCNeHM Ha NOCMIOBMMA OApKaBatba XUrijeHe.

13. OBesGefuBare WcnpasHor W GesGeaHor yHKUMOHMCamwa cpeacTasa 3a oGpajy
noparara

YnaH 18.

O ucnpasHocTH 1 Be3begHOM GyHKUMOHMCAY cpefcTaBa 3a 0bpaay nopataka GpuHe ce 1 cTapa
onepatop UKT cucrema.

14. 3awTuTa nogataka M cpepcTea 3a 06paay nofaTaka of anoHamepHor codiTaepa

Ynan 19.

3awTuTa oA 3noHamepHor codTBEpa Ha MpEXU CNPOBOAY Ce Y Lurby 3alTuTe Of BUpYca W apyre
BPCTE 3MOHAMEPHOr KoAa Koju y pauvyHapcky Mpexy MOry JOCMETM WHTEPHET KOHEKLMjOM, MMEjroMm,
3apaxeHum npeHocHum meaujuma (USB memopuja, CD uTA.), MHCTanaumjom HenuueHumpaHor codteepa
nen.



3abpakeHo je 3aycTaB/batbe M WUCKIbYUMBAHE aHTUBMPYCHOT CO(TBEPA TOKOM CKEHMpara
NPEHOCHNX Meauja.
lMpeHocuBy Meauju, npe kopuwhera, Mopajy 6uTW npoBepeHn Ha NpUCyCTBO BUpyca. Ako ce
YTBPOM Aa NPEHOCUBW Meauj Cajpxu Bupyce, YKONMKO je To Moryhe, Bpwu ce uynwhere meauja
aHTUBMPYCHUM COTBEPOM.
Pusuk op eBeHTyanHor rybutka nopaTtaka NpUAMKOM Yuwhewa Meawja of BUpyca CHOCH
AoHocunal Meguja.
Y umnrby 3awTute, ogHocHo ynaga y UKT cuctem LLkone ca nHTepHeta, onepatep WKT cuctema je
[YyXaH [ja o4pxasa CUCTEM 3a CrpeyaBare ynapa.
KopucHuumma Koju cy npukrbyyenn Ha VKT cuctem je 3abpareHo caMocTanHo NpukibyynBame Ha
WHTEPHET.
Kopuchnum KT cuctema Koju KopucTe MHTEPHET MOpajy da ce npuapxasajy Mepa 3awTtute of
BMpYyca W ynapa ca uHTepHeta y UKT cuctem, a cBaku padyHap Yuju ce 3anocreHn-KOpUCHUK NpuKIbyYyje
Ha MHTepHeT Mopa 6uth ogrosapajyhe nogelleH v sawwTtuheH, npu Yemy noaellaBake BpLUK onepaTtep
VKT cuctema.
Mpunukom kopuwihera nHTepHeTa Tpeba nsberasatu cymwmee WEB cTpanuue, ¢ 063upom ga 1o
MOXe MpOoy3pokoBaTh Npobneme - HEMPUMETHO MHCTaNMpare LUNKjYHCKUX Nporpama 1 CIIMYHO.
Hepo3sorbeHa ynotpeba nHtepHeta obyxsata:
® VHCTanupatwe, AUCTpubyuujy, ornalasare, NPEHOC UMM Ha APYr HAYWH YMHsErse JOCTYNHAM
,MMPATCKUX® UK OpYrux COOTBEPCKUX MPOWU3BOAA KOjU HUCY NULEHUMPaHW Ha ogrosapajyhu
HaYmH,
® HapylaBatbe CUTypHOCTU MpeXe Wnu Ha [pyrv HauuH OHemoryhaBatbe MOCMOBHE WHTEPHET
KOMYHWKaLmje,
® HaMepHO LMpeHe AECTPYKTUBHWUX M ONCTPYKTUBHUX MPOrpama Ha WHTEPHETY (MHTEPHET BUPYCH,
WHTEPHET TPOjaHCKW KoKW, UHTEPHET LiPBM W pyre BPCTe ManuLMo3H1X coTBepa,);
HEeA03BOMbEHO KopULLNetbe APYLTBEHWUX MpeXa 1 ApYrX UHTEPHET cagpxaja Koje je OrpaHNYeHo;
npeysumatrse (download) nogataka Benvke “TeXMHE” Koje NPOY3pOoKyje “3aryLuerbe” Ha Mpexu,
npeysumarse (download) matepujana sawTuheHnx ayTopckum npaeuma,
kopuwhere NMHKOBA KOjU HACY Y BE3W Ca NOCNoM (rneaarbe unmosa, ayano u BUAeOCTPeaMmHr
nen.),
® HeJ03BOMbEHM MPUCTYN cagpxajy, MPOMeHa cagpxaja, bpucare wnu npepaga cafpxaja npeko
WHTEpHeTa.
KopucHuUmMMa Koju HeapekBaTHUM KOpuLLNereM WHTEpHETa Y3poKyjy 3aryllewe, npekus y pagy
Unu HapyLwaeajy 6e3begHOCT Mpexe MoXe ce OAy3eTW NpaBo NpUCTyna.

15. 3awTtuta og rybutka nogaraka
UnaH 20.
base nopartaka obaBe3Ho ce apxuBupajy Ha npeHocuse meguje (CDROM, DVD, USB, ,strimer

Tpaka, eKCTepHU Xaph [AWCK), HajMatbe jeIHOM AHEBHO, HEAErbHO, MECEYHO U rofuiike, 3a noTpebe
0bHoBe Da3e noaaTaka.

16. YyBare nogataka o gorafjajuma koju mory 6uTi og 3Havaja 3a 6e3begHoct UKT
cucrema

UnaH 21.

O aKkTMBHOCTUMA agMWHUCTpATOpa M 3aroCneHUX-KOPUCHWKA BOAE Ce [HEBHULUM aKTUBHOCTM
(activitylog, history, securitylog, transactionlog u ap).



17. 06eabefuBatbe UHTerpuTeTa COhTBEPa U ONEPATUBHUX CHCTEMa

UnaH 22.

WHcTanaumjy n nogewasarwe codTBepa Moxe fa Bpwu camo onepatep VKT cuctema, 0gHOCHO
3anocneHn-KOPUCHIK Koju MMa oBnaluhere 3a To.

WHcTanauujy v nopellasare copTBepa MoXe da U3BpLLM 1 Tpehe nuue, y ckragy ca YroBopom o
HabaBLK, 0OHOCHO OpXaBatby coTBEpa.

lMpe cBake WHCTanauuje HoBe Bepauje codTBepa, OQHOCHO MofellaBatba, HEOMXOAHO je
HanpasuTK Konujy nocrojeher, kako 6u ce o6e3beanna MoryhHOCT nmoBpaTka Ha MPETXOAHO CTake Y
Cnyyajy Heo4ek1BaHWX cUTyaumja.

UnaH 23.

Onepatop WKT cuctema, HajMare jeJHOM MeceyHo a no noTpedbu u yewhe BpW aHanuay
[HeBHWKa akTuBHOCTW (activitylog, history, securitylog, transactionlog n gp ) y uurby ugeHTudukaumje
noTeHumjanHux cnaboctu UKT cuctema.

Ykonuko ce ugeHTudmkyjy cnaboctu koje mory aa yrpose 6esbepHoct UKT cuctema, oneparop
VKT cuctema je pyxaH ga ogmax U3BpLUK MOAeLLaBatba, OAHOCHO WHCTanMpa coTeep Koju he OTKNOHUTY
youeHe cnabocTu.

Onepatop MKT cuctema  Tpeba [fa nopeliaBameM KOPUCHUYKMX MOMKCA, OHemoryhu
HeoBnawheHo MHcTanupare CodpTBEPa KOj MOXe JOBECTU A0 yrpoxasawa besbeaHocTu UKT cuctema.

19. OBesGeluBatoe Aa aKTMBHOCTM Ha pesusujn UKT cuctema umajy Wwro mabn yTuuaj Ha
(hyHKUWMOHHUCatbE CHCTema

UnaH 24.

Pesusmnja KT cuctema ce mMopa BpLIMTK Tako Aa MMa LITO MakbK YTUL@j HAa MOCNOBHE npoLece
KOPMCHMKa-3anocneHnX. YKONUKo To Huje moryhe y pagHo BpeMe, OHOa Ce BPLUM HAKOH 3aBpLueTka pagHor
BpPEMEHA KOPMCHMKA-3amoCneHmx, Yuju 61 nocnoBHM mpouec GMO OMeTaH, y3 MPEeTXOAHY CcarnacHocT
pvpekTopa LLkone.

UnaH 25.

KomyHuKkaLmoHn kabnoBu u kabroBu 3a Hanajawe Mopajy OuTh nocTaBfbeHu Yy 3ugy wnm
kaHanuuama, Tako ga ce oHemoryhu HeosnawheH npucTyn, OAHOCHO Aia Ce U3BPLUK U3onauuja og moryher
owTeheta.

BexunyHa mpexa kojy mory ga kopucte nocetuoum Llkone, mopa 6uTM ofBojeHa 0f MHTEpHE
MPEXE KOjy KOPUCTE KOPUCHULM 3arOCNEHM W KPO3 KOjy Ce BpLUM pa3MeHa cnyxbeHux nogaraka.



21. BesbepHocT nofaTaka Koju ce npeHoce yHyTap onepatopa UKT cuctewma, kao u uamely
onepatopa UKT cuctema u nuua ean onepatopa UKT cuctema

UnaH 26.

PasmeHa nogataka ca MunuctapctBom npocseTe u LUkonckom ynpaBom BpluM ce y ckragy
3akoHoM 0 ocHoBama cuctema 0bpas3oBarba U BacnnTamwa.

22. MuTarsa uHopMaLMoHe Ge3BeAHOCTH Y OKBUPY YMpaBIbatba CBUM (hasama KMBOTHOT
umknyca UKT cuctema opHocHo Aenosa cucTema

UnaH 27.

HaunH nHcTanupama HoBMX, 3aMeHa 1 oapxasare noctojehux pecypca KT cuctema of ctpaHe
Tpehux nnya koja Hucy 3anocneHa y Lkonu, buhe peduHucaH yroBopom Koju he BuTi CKNonsbeH ca Tum
nuuma.

Onepatop WUKT cuctema je 3agyxeH 3a TEXHUYKM HAA30p Hag peanusalujom yroBopeHux obasesa
o[ CTpaHe Tpehux nuua.

O ycnocTaerbary Hosor WKT cuctema, 0aHOCHO yBORerY HOBKX [efoBa 1 3MeHama noctojehux
penosa VKT cuctema onepatop MKT cuctema, Bogu JoKyMeHTaLUujy.

[lokymeHTauuja ©3 NpeTXOQHOr CTaBa Mopa Aa Cafpxu Onuce CBUX mnpouedypa a nocebHo
npoLeaypa koje ce ogHoce Ha 6e36eaHocT VKT cuctema.

23. 3awtuTa nopataka Koju ce kopucte 3a notpeGe Tectupatsa MKT cuctema opHocHo
Aenosa cuctema

UnaH 28.

3a notpebe TecTupara WKT cuctema ogHocHo aenosa cuctema onepatop VKT cuctema,moxe oa
KOpPUCTI NOAATKE KOjW HUCY OCETIbUBM, KOje LUTUTK, YyBa M KOHTPOMULLE Ha 0aroBapajyhn HaumH.

24. 3awTuta cpepctaga onepatopa VKT cuctema koja cy A0CTYNHa npyXaouyuma yenyra

UnaH 29.

Tpeha nuua-npyxaouu ycnyra uspage W oapxasawa coTBEpa MOry MPUCTYNUTU CaMO OHUM
nogaumma koju ce Hanase y 6asama nogaraka koje Cy 4eo copTeepa Koju Cy OHW U3pagunu, OGHOCHO 3a
KOje MoCToju YroBOPOM AeduHIUCaH NpUCTyn.

Onepatop WKT cuctema, je oaroBopaH 3a KOHTPOSY MpUCTyna W Haa3op Hag U3BpLUEHEM
yroBopeHux obaBesa, ka0 W 3a nowToBake oapeadu osor paBurnHMKa KojUMa Cy TakBe aKTMBHOCTM
AeduHucaHe.

25. MpeBeHuMja U pearoBatbe Ha GesGeAHOCHE MHLWAEHTe, WTO NOAPa3yMeBa afieKBaTHy
pa3MeHy UtopmaLuja o GesGepHocHuM cnaGocTuma UKT cucTeMa, MHUMAHTUMA W peTH:ama

Ynan 30.

Y cnyyajy 6Mno kakeor MHUMOEHTa Koju Moxe Aa yrposu 6e3beaHoct pecypca VKT cuctema,
3anocrneHn-KOpUCHUK je AyxaH aa ogMax obasectu onepatepa UKT cuctema.



Mo npujemy npujase onepatop VKT cuctema je gyxaH ga ogmax obasectu aupektopa Lkone u
npeaysme mMepe y Unrby 3awTute pecypca UKT cuctema.

YKONWKO Ce pagu 0 MHUMAEHTY Koju je AedpmHMCaH y cknady ca Ypeabom o nocTynKky AOCTaBbaka
nogataka, NWCTW, BpCTamMa W 3Hayajy WHUMAeHaTa M MOCTynky obaBelTaBaka O MHUMOEHTUMA Y
WH(OPMaLMOHO-KOMYHUKALMOHUM cucTeMuma of nocebHor 3Havaja, (,Cn. rmacHuk PCY, 6p, 94/2016),
onepatop UKT cuctema, je ayxaH ga 06aBeCTM 1 HaanexHM opraH aeduHMcaH 0BoM ypeabom.

Onepatop UKT cuctema Boam eBuaeHLMjy O CBUM MHLMAEHTUMA, Kao U npujaBama HUMaeHaTa, y
cknagy ca ypeabom, Ha OCHOBY koje, MpOTMB OAFOBOPHOr Nnuua, MOry ha Ce BOAe AMCLMNIMHCKM,
NPEKPLLAJHA UMW KPUBUYHM MOCTYNLM.

26. Mepe Koje 06e36ehyjy KOHTUHYMTET 0b6aBrbaka Nocna y BaHPeAHUM OKONTHOCTUMA
UnaH 31.

Y cnyyajy BaHpeAHUX OKOIHOCTM, Koje Mory da fosedy Ao uamelTawa KT cuctema w3 srpage
LLikone, onepatop WKT cuctema je oyxaH aa y Hajkpahem poky npeHece genose VKT cuctema HeonxogHe
3a (DYHKUMOHWCaHe Y BaHPEOHO] CUTyaLmju Ha Pe3epBHY fokauujy, y Cknagy ca NMfiaHOM pearoBara Y
BaHPEOHUM W KPU3HUM CUTYaLmjama.

WU3meHa MpaBunHuka

UnaH 32.

Y cnyyajy HacTaHka npoOMeHa Koje MOry HacTynuTh ycrnefd TEeXHUYKO-TEXHOMOLKWX, KaapOBCKMX,
opraHusaumoHnx npomeHa y UKT cuctemy u gorafaja Ha rnobanHoOM M HaLMOHANHOM HUBOY KOji MOTY
HapywmTn WHdopmaumroHy 6e36eaHoct, onepatop VKT cuctema je ayxaH aa obaBecTw aupektopa
LLikone, kako Gu ce MOKPEHYO MOCTynak M3MEHe OBOr MpaBWUITHWKA, Y UUIby YHanpehewe mepa 3aliTuTe,
HauMHa W npoleadypa nocTu3awa 1 ogpxasarwa ageksaTHor HuBoa besbegHoctn WKT cuctema, kao u
npeucnuT1Bare oBnawhera 1 OAroBOPHOCTH y Be3n ca besbeaHowwhy n pecypcuma UKT cuctema.

Mposepa UKT cuctema

UnaH 33.

Mposepy VKT cuctema Bpwm onepatop UKT cuctema.
O n3BpLUEHO]j NPOBEPU CaunHaBa Ce W3BeLLTajHa OCHOBY €BUAEHLMje MCNPaBOCTW Koja ce BOAW Y
CBaKOj Y4MOHMLM W [OCTaBrbaHa Kpajy LKomncke roguHe aupekrtopy LLkone.

Mpena3Ha v 3aBpwHa ogpeada
Unan 34.
OBaj MpaBWnHKK CTyNa Ha CHary OCMOr AaHa of AaHa objaBrbuBatba Ha OrnacHoj Tabnu u cajt

LLkone.
MpeaceaHuk wkonckor oabopa:

burbaHa LWrbykuh
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lMpaBuUnHWK je 3aBedeH nog AenosogHum 6pojem 6-611-92 op 01.02.2022. roguHe u ob6jaBrbeH Ha
ornacHoj Tabnm LLkone aaHa 01.02.2022. rognHe, a cTyna Ha cHary gaHa 09.02.2022. roguHe.

CekpeTap LKone:

Hatawa Byjosuh Pagosuh
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